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Section 1

Setting the Context – Recent Incidents & Trends



Cyber Risk.. Hype or Reality?
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Global Cost of Cyber 
Crime $4 trn+

Cyber Attack for every 
1 second

Average time to bring 
back critical operations to 
normalcy 4 days

Number of Malwares per 
day 8 million +

AI/ML base Malwares –
Sandbox aware Malwares

Average time to detect an 
attack -162 days

Cyber Security – Cost Centre or Business Enabler?



Current Scenario…

Some notable Cybersecurity statistics

Inadequate operating models What leadership thinks… 

In 2021, 80%
of firms have seen an 
increase in Cyber attacks.

21% Financial and 

Manufacturing services 
have the highest percent 
of exposed sensitive files 
at 21%.

71%
71 percent of all data 
breaches were financially 
motivated and 28 percent 
of which involved insiders. 
[6]

86% 
of organizations were 
compromised by a successful 
cyberattack in 2021. 
According to a recent report, 
more than three-quarters of IT 
security professionals believe a 
successful cyber attack is 
imminent in 2021. [5]

ISO, NIST, SOC and CCPA 
are some of the compliance 
and regulatory standards to 
streamline the process for 
technology adoption, 
provide clarity on the 
regulator’s expectations 
and address any prevalent 
Cyber misconceptions.

75% of CISOs are not confident that 
they can quantify, in financial terms, 
the effectiveness of their spending. [2]

84% of organizations say they are not 
getting adequate board level reporting 
for cyber risk. [4]

26% of companies say a lack of 
executive awareness of 
management/governance issues limits 
the value of their security function. [1]

80% of boards are not confident in 
their organizations cyber-attack 
mitigation measures. [3]

75% 

84% 

47% 

80% 

Percent of companies that say their 
cybersecurity function does NOT 
meet their needs. [1]

95% 

1. How utilities can sustain and enhance 
trust with their stakeholders

2. How next-generation CISOs can become 
agents of change

3. How will your business bridge the 
cybersecurity divide?

4. Cybersecurity: How firms can protect, 
optimize and enable

5. Cybersecurity attacks 2021

6. Data Risk Report Stats

7. 2020 Data Breach Investigations Report

https://www.ey.com/en_gl/power-utilities/how-utilities-can-sustain-and-enhance-trust-with-their-stakeholders
https://www.ey.com/en_gl/advisory/how-next-generation-cisos-can-become-agents-of-change
https://www.ey.com/en_gl/advisory/how-will-your-business-bridge-the-cybersecurity-divide
https://www.ey.com/en_gl/financial-services-emeia/cybersecurity-protect-optimize-and-enable
https://www.comparitech.com/vpn/cybersecurity-cyber-crime-statistics-facts-trends/
https://www.varonis.com/blog/data-risk-report-highlights-2019/
https://enterprise.verizon.com/en-gb/resources/reports/dbir/
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Various Cyber Risks..

❖ Carbanak Attack – European banks

❖ Cosmos Bank

❖ Bangladesh  Heist

❖ Cyber attacks on Colonial Pipeline





Cyber Attacks on Critical Sector’s – Nuclear, Power, Water
supply, Telecom…..



What’s happened in the last week?



72 Groups.. Pro Ukraine/Russia



Hacktivism..….DragonForce Malaysia (Telegram Group)



Current Trends

✓ Gap between Digital Technologies and Cyber Security
Products

✓ Targeted Attacks – Specific to Sector, Have SME’s
✓ Software Vulnerabilities to Hardware Vulnerabilities
✓ Increase in Attack Surface – API’s/ Cloud
✓ Threat Actors.. APT attacks
✓ Attacks are getting more modular- “ My Part … Your

Part”..
▪ Initial Access Brokers

✓ Exchange of tools between “Threat Actors”
✓ Own exploit Kits & Framework – R&D, not for

commercial sale.
✓ Anti- Forensics Techniques used by the attackers



Section 2

Dirty Seven & Modus Operandi



The Dirty Seven..

Social Engineering attacks - Phishing, Smishing, Vishing, QRishing ( QR Code Phishing)

Supply-Chain Attacks – Software to Hardware SupplyChain

Cloud Based attacks & mis-configuration 

Vendor Risks

API attacks & Zero-day Exploits

DDoS – IoT devices acting as Zombies

Ransomware Attacks.. Revenue Generation to Foreign Exchange Earner



Threat Scenario

Sources: Threat Intelligence & Analysis program

HIGH MED LOW

TOP ATTACK VECTORS TOP ADVERSARY GROUPS TOP THREAT SCENARIOS
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Modus Operandi of attacks
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Section 3

Lessons Learnt & New Solutions



What has been done so far…

Cyber Security - Policy, Framework, Governance

Intranet & Internet Separation – DMZ  & MZ 

Identify Your “Crown Jewels” – Data Governance/ Owner/Custodian

Technology  solutions – AV, Firewall, IDS, IPS, WAF, DAM, IDAM / PIM etc.,

SIEM & Security Operation Centre– “monitoring the activities in real-time, user 
behaviour analytics”

Blocking USB, Encrypting data at Rest/Transit - Data Leakage and Data Security 

Cyber Security Awareness to all employees – Do’s & Don’ts



Lessons Learnt?

Insider & 
Outsider?

Extent of 
Compromise?

What Went 
Wrong?

Root-Cause of 
the incident?

AM I 
Compromised?

Am I Exposed? Am I Prepared?

Maturity of 
People, 

Process & 
Technology?

Tested IR?

Defensive 
Capabilities?

Offensive 
Capabilities?

How to acquire 
Skills

How Do I 
improve my 

Cyber 
Resiliency?

How do I 
Improve my 
Capabilities?

How do I 
Prioritize my 
Response?

Reactive to 
Proactive to 

Predictive – AI/ML

100% Cyber 
Security Myth

Lessons Learnt

Protect, Detect, 
Respond to 

Detect, Respond, 
Protect

Eradication not 
possible.. Only 

Mitigation



Weakest Link… Cyber Hygiene

96% of data breaches can be attributed to human error

Technology
PEOPLE

Processes

Who are going to be our ‘weakest link’ or ‘greatest strength’

‘PEOPLE’ are not the WEAKEST LINK, they are in fact the ‘PRIMARY ATTACK VECTOR’



Change of Strategy

*

*

*

01
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03

Absolute Risk not Relative Risk

Defensive to Offensive Capabilities 

Early Detection and Rapid Response

Yellow

(Build)

Red

(Attack)

Build,

Attack

Defend

Blue

(Defend)

Purple
(Defender Changes Based on Attacker Knowledge)



Trust is a vulnerability.

John Kindervag

Field CTO, Palo Alto Networks



Traditional
Zero
Trust

TRUST ALL

TRUST ALL INTERNAL

TRAFFIC BY DEFAULT. 
FOCUS ON ALL DATA TYPES

Trust 
None

NO TRAFFIC IS INHERENTLY

“TRUSTED”. FOCUS ON

CROWN JEWELS

VERIFY

WHEN

NEEDED

VERIFY WHEN

NEEDED.

Always 
verify

CONTINUOUS

AUTHENTICATION; 
STRONG ACCESS

CONTROLS.

Enhanced 
Visibility

INSPECT AND LOG ALL

TRAFFIC.

Micro-
perimeter

MICRO-
SEGMENTATION; 
IDENTITY AS A

PERIMETER; 
ENFORCEMENT AS

CLOSE TO THE ASSET

Advanced 
Analytics & 
Automation

BIG DATA ANALYTICS; 
REAL-TIME MONITORING. 
AUTOMATION WHERE

POSSIBLE

MANUAL & 
REACTIVE

PROCESSES

RULE-BASED; CORRELATION

ENGINES.

Contextual 
Policies

POLICIES ARE DYNAMIC

AND CALCULATED FROM

AS MANY DATA

SOURCES AS POSSIBLE.

LIMITED

VISIBILITY

INSPECT AND LOG

WHERE POSSIBLE.

PERIMETER

BOUNDARY PERIMETER

EXISTS WITH SOME AMOUNT

OF INTERNAL

SEGMENTATION.
Siloed 

POLICIES

POLICIES ARE STATIC

Traditional Architecture to Zero Trust Architecture

WORKLOAD 
(DEVICES, DATA, APPLICATIONS)

WORKPLACE 
(CLOUD, ON-PREM, REMOTE, NETWORK)

WORKFORCE 
(STAFF, CONTRACTORS, VENDORS)



Cognitive and Convergent Cybersecurity Platform

The NextGen platform

► A Big Data platform with built-in machine learning driven advanced behavioural analytics, threat hunting capabilities 

► Built-In Automation for Incident & Forensics Life Cycle Management to Protect, Detect, Respond, Remediate & Investigate 
evolving threats

Analysis & Desired outcomes

► Compliance to RBI, SOX, PCI-DSS, GDPR, 
DPAs

► Vulnerabilities/Exploits using VDB | MITRE 
ATT&CK Framework or/and Vulnerability 
databases

► Compliance to 27K1/NIST 800-53

► And more…. 

❖ Big Data 

❖ AI & ML 

❖ BOTs 

❖ SOAR

Linked Data from external sources
► TI FEEDs

► OSINT

► Intel from Social Media 

► VA SCANs 

► Market Feeds

► Fraud 

► Attack Surface 
analysis 

Data sources from within the organization 

► Logs (Applications & Endpoints) 

► Cloud 

► Packets 

► NetFlows 

► Asset Discovery 



Enterprise Cyber Supply Chain Risk Management

Software Supply Chain Security helps organizations detect, identify, analyse, and mitigate risks associated with the components required for software 
development 

What is Software Supply 
Chain Security?

Software Supply Chain Security refers 
to securing the different components 
for developing a software and maintain 
security best practices in the activities 
involved in the development or 
deployment process.

Securing the software supply chain 
requires following few security 
practices:

• Assess the security and 
trustworthiness of the third-party 
code.

• Ensure that the proprietary code is 
secured.

• Secure the data transfer method 
used by applications. 

• Continuously test and monitor the 
code after deployment to identify 
any threat.

• Provide consumers with Software Bill 
of Materials (SBOM).   

Vendors

Build Agent

Vendor A

Website

Vendor B

Asset 
Owners Site Tools Web Submission & 

Reporting

Security 
Partners Analysis 

Tools
Vulnerability & Asset 

Database

Integrators

System EPC

Audit Services

Incident 
Response

Supply Chain Risk 
Management Platform

Supply Chain Risk Management 
Conceptual Model Assess the Supply Chain

Assess the application’s dependencies 
to know what is involved in each step of 
the SDLC, who are the contractors,and
how the software updates are installed. 
There should be an audit conducted for 
all the access rights granted to internal 
and external parties for the 
applications. 

Access Management

Closely monitor the privileged accounts 
for unusual activities. Respond to the 
unwanted password change, login 
activity, and permission changes. 

Fix Vulnerabilities

IT Team must perform a software 
composition analysis to find unknown 
vulnerabilities in third-party and fix 
with patches.



Attack 
Surface 

Management

DevSecOps 
– Secure By design, 

SDLC

Enterprise 
Vulnerability 

Management – Patch 
management, Ethical 

Hacking

Cyber Resilience –
Cyber Drills, Tabletop 

Exercise, Automated Red 
Team

Quantum 
Computing – Data 

Encryption- Rest/ 
Transfer

Kill Switch –

Rapid Containment

Other Tech solutions

Integrate Cyber Risk in the overall Risk of the 
Organization



Q&A



Thank You!


